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EXECUTIVE SUMMARY 

 

 

 

We all know that the behaviour of individuals in our contemporary society is becoming ever 

more visible and controllable: CCTV1

Today the constant surveillance is hardly noticed by most people. Daily espionage goes on 

almost without people noticing. In fact for some time now we have grown accustomed to 

the cameras, the discount cards and advertisements. Some things seem annoying, other 

unavoidable, many are invisible and unknown.  Closed circuit cameras promise security, 

information services offer convenience. Citizens appreciate the ease of the digital age.  

Without hesitation they waive being unnoticed, anonymous and inaccessible.  They don’t 

feel the loss of personal freedom and can not in any way imagine that there is something 

to defend. People leave more traces than they realize. No one is allowed to silently step 

back and to be left in peace. No one is allowed to disappear temporarily, since their bodies 

are constantly penetrated by rays, their life routes recorded and their conduct documented. 

The longer the data is stored, fewer are the chances for oblivion. Every day, in fact, data 

banks get stuffed more and more. In case if doubt, every event of the past can easily be 

reconstructed. Nothing is overlooked or ignored. Nothing escapes attention. People must 

take into account every trace they leave behind, they must assess in advance the 

consequences of their actions. If, at regular intervals, data were not deleted and all traces 

removed, human beings would be locked into the prison of their history. 

 cameras in the streets or in stores, the traceability of 

our purchases with credit cards and the huge amount of information and transactions that 

pass through digital networks. There is no longer the need for secret police to control 

every aspect of life. 

This prospect however, seems to disturb no one. They are unafraid of being spied on. 

Actually, every means is good for being noticed. 

                                                 
1 http://en.wikipedia.org/wiki/CCTV 
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When I started to write, I realized everyone whom I spoke didn’t know what I was saying. 

And people who knew something about it seemed to know just because they watched 

movies on tv. 

I tried to explain, using easy words, what surveillance systems are, how they work and 

why they are linked with all of us, without exception. Surveillance systems are those that 

monitor our activities, gaining information about us, using a lot of devices from the human 

eyes to the informatics applications. Surveillance systems are everywhere. The border line 

between public and private is going to disappear thanks to new technologies. A super-

power, born from the cooperation between commercial enterprises and authorities, is 

going to take shape. And so the human beings become simply numbers; each number 

corresponds to a profile created through the use of data. The problem concerns everyone. 

My dissertation is divided in two parts. The first one analyzes how the surveillance  

systems are linked with human beings. In the second I speak about how monitoring is 

everywhere and what the surveillance instruments are. 

My study originates from the reading of the novel  “1984” written by George Orwell2

Big Brother
. His 

famous words “The 3

Oceania
 is watching you!” describe the atmosphere of ideological 

control under that citizens from the fictional 4

And so I ask myself if new technologies, media, web can be considered like citizens 

instrument of control. Which kind of chances take democratic government against a power 

that is everywhere? 

 lived. 

Are we close to an increasing of the ability of the power to see without to be seen, 

displaying the potential to "foster" a repressive totalitarian global regime?  

..... to become an "Existential Risk" to entire humanity?   

..... to be considered a Nooclastic Threat ?.  

My short answer is: NO. The "reasons why" can be found in my study; where I describe 

the problem, analyze its features, to understand it, and face it.  

                                                 
2 http://en.wikipedia.org/wiki/George_Orwell 
3 http://en.wikipedia.org/wiki/Big_Brother_(Nineteen_Eighty-Four) 
4 http://en.wikipedia.org/wiki/Oceania_(1984) 
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Bibliography and “webgraphy” are full of data about this matter. I have used this data to 

draw my conclusion. 
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Let’s take a look at what happens to our friend, John Smith, over the course of a normal 

day, in any month of the year. It is early morning and our friend rises from under the 

covers to open the curtains and see the warm sun. The phone rings and a little sleepy, our 

friend answers.  It’s his wife reminding him what time he’s due at the station. It’s only 07:30 

and our friend has already been registered for the first time. The computer has registered 

the telephone call with his wife. He gets up and begins preparing to go to work. He leaves 

the house, takes the elevator and in the lobby of his building is registered for the second 

time.  A camera is, in fact, ready to capture the image of all those who pass through the 

front door. The same thing happens again in the underground garage. On the way to the 

office Mr. John Smith realizes that the gas gauge is dangerously close to empty. He 

decides to make a stop at the nearest gas station. Meanwhile he fails to notice that 

someone has installed new security cameras overnight at a series of red lights. He arrives 

at the petrol station, fills the petrol tank of his car and goes to the cashier to pay. The 

cashier has a number of small screens in front of him on which appear cars, petrol pumps, 

still sleepy passengers and customers. He settles his account with a credit card and takes 

note of the corresponding points on his loyalty card. Included in the receipt are the price of 

the newspaper and the packet of mints he bought. 

He gets back in the car, there’s traffic so he decides to take an alternative route following 

the arrow to the right towards the motorway 

To be fast, he decides to go through the E-ZPass5

                                                 
5 

 lane.  A metallic clink confirms the 

correct working of the gadget on his windshield. While going through the tollbooth he 

remembers an article he read in the newspaper; at tollgates, all license plates are filmed 

and compared with the database of stolen cars. 

http://en.wikipedia.org/wiki/E-ZPass 
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His office is in a Limited Traffic Zone, another device similar to the E-ZPass allows him 

access. On entering his office he uses an electronic card, which notes the time of arrival in 

a database inside a computer. He settles at his desk and turns on the computer to read his 

e-business. In every company computer a key logger has been installed, a device capable 

of intercepting everything a user types from their computer, so despite the fact that 

employees can use the Internet for private purposes, they usually waive this opportunity 

"voluntarily".  Everyone preferring to keep their secrets to themselves. 

His mobile phone rings. It’s an agency he is asking financing from, probably wanting to 

inform him of the successful outcome of his request. Instead, the manager has 

investigated his business affairs and found unmade payments, so before receiving new 

financing he will have to settle all outstanding debts. He feels a vague apprehension 

growing.  At 16:30 he turns off the computer and again slips the electronic card reader into 

its slot to mark his sign-out time. He goes through the door where two cameras point at all 

those who enter or leave the offices. He gets in his car and drives to the supermarket. He 

takes a shopping cart and goes into the store, where an optical reader awaits him. Taking 

his special loyalty card, he inserts it into the slot and withdraws his electronic reader. And 

so begins his adventure in the various departments of the supermarket. Carefully, he 

chooses products before putting them in the cart, he reads the product's price with the 

reader. His shopping done, he goes to the electronic cashier and replacing his device, he 

pays the bill with a credit card. This time too his preferences are recorded. 

After finishing his shopping he goes to the station to pick up his wife who has returned 

from a business trip. The station has recently been renovated, everything is state of the 

art:  the cameras on the sidewalk too, are equipped with microphones and filters for facial 

recognition, programmed to trigger an alarm for any suspicious movement. The automatic 

comparison of images with a photo and video database identifies a suspect’s face from 

every angle. 

His wife arrives and they both return home. Again they are pinpointed by the eye of the 

camera in the garage, and the one in the lobby of the building. 
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 After dinner, he turns on his personal computer and begins surfing the Internet, drawing 

attention to himself.  The provider that allows him access records his activities. The 

operators of the websites he visits take note of his data.  He left his e-mail address with a 

news group while the virtual auction site, which he usually joins in on, has memorized all 

his transactions, making them accessible to all interested parties. He books some plane 

tickets on the website of a well-known company,  with whom he had deposited his credit 

card with. In some online stores he examines cell phone offers. His mailbox contains 

advertisements of companies that he doesn’t know. He places, on a social network, the 

pictures of his last weekend at the lake with friends. He reads the day’s news in his 

favorite paper. Every ten minutes a pop-up on the screen advises him to update his 

antivirus. Unknown Trojans are installing themselves in his computer. 

He turns off the computer. He’s seized by a fit of nausea when he begins to realize he 

hasn’t been alone all day, not even for a single moment. 
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Ever feel as if you're being watched? You are. Video cameras track you in stores. 

Electronic eyes are also cropping up in parks and other public places. Credit cards 

generate records of what you buy, and credit-rating agencies know if payments are late. 

Web sites record your browsing preferences. Insurance companies store your medical 

data on computers, which can be hacked. And don't touch that phone. Wiretapping6

Many people find this trend alarming, and they should. In its benign form, privacy abuse 

simply means a flood of junk mail. But there are also sinister ruses such as 

, legal 

and otherwise, is on the rise. 

''identity_theft''7

Social Security Number
, in which tech-savvy criminals armed with nothing but your address and 

 8

Powerful digital 

 acquire credit cards, bank loans, and even mortgages in your 

name. 

encryption9

In every moment of our lives a glass eye watches us. In parking lots, on streets, in squares 

and banks, work, supermarkets, museum, train stations, airports and stadiums.  The 

camera lens follows us, captures our gestures, records our image, it memorizes it, can 

modify it, and uses it in a thousand ways without us noticing. The new generation cameras 

are very small and able to focus in on, and follow, in a field of vision of 360 degrees. 

Seemingly light bulbs or lamps, they can blend into the inside and outside of buildings. 

 can bolster privacy but that, too, is controversial. Law-

enforcement agencies have laboured to suppress cryptography for the masses, fearing a 

loss of ability to monitor criminals. 

                                                 
6 http://en.wikipedia.org/wiki/Wiretapping 
7 http://en.wikipedia.org/wiki/Identity_theft 
8 http://en.wikipedia.org/wiki/Social_security_number 
9 http://en.wikipedia.org/wiki/Encryption 
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These devices can activate automatically in the presence of abnormal behaviour, such as 

a running man, or, supported by appropriate software, are able to recognize faces, 

obtaining in real time, the identity of the filmed subject, or license plates quickly identifying 

the owner.  Entire buildings are under the control of sensor systems able to analyze and 

control, not only visually, the condition of light, temperature, humidity and detect the 

movement of people and things, and to operate doors and elevators. 

Video surveillance is used today in supermarkets, not only to prevent and control thefts, 

but also to study buying behaviour, to test the marketability of goods, to gauge the tastes 

and preferences of consumers or monitor the attractiveness of new products. Video 

surveillance participates in this way to bring production to the consumer, where his 

behaviour, analyzed and recorded by the cameras, become immediately productive and 

end up increasing the profits of companies. Even remote monitoring at work is now an 

established tradition. It develops and becomes more efficient through the use of cameras 

connected to the computer. In the case of supermarkets, for example, a system like this is 

able to control the work of the cashiers, projecting each single cash intake on the guard’s 

screen, enabling a tight check of efficiency and productivity of each worker, besides the 

verification of his accuracy and honesty. 

All institutions, from police to business, from marketers operators to the school and health 

care, operate continuous monitoring of daily behaviour, from work methods, ethical or 

religious choices, to sexual preferences. In other words, social life and forms of individual 

life are brought under control. 

Monitoring concerns the daily world, the ordinary things we take for granted:  withdrawing 

of money from an ATM10

                                                 
10 

, making a phone call, presenting a refund request, driving a car, 

using a credit card or receiving junk mail, borrowing a book from a library or crossing the 

border during a trip abroad. In each of these cases, computers keep track of our 

transactions, they cross-check with other already known data, ensuring that it is us, and 

not others, who pay or are paid, they record pieces of our biography or estimate our 

financial or criminal position. Every time we make one of these gestures we leave a 

physical trail of our actions. 

http://en.wikipedia.org/wiki/Automated_teller_machine 
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The surveillance is not absolutely a new phenomenon. Since when governments started to 

register births, weddings and deaths and the commercial enterprises started to control 

their employees and to file information about them, has ever stored personal information11. 

It’s impossible to imagine a human society without any form of control12

The current control system is different from the previous because of the last innovations in 

technology. New technologies allow to reach a huge number of people, because they are 

everywhere and are used for many reasons.  

.   

In the past, control was applied to few branches but now it is applied to a large scale of 

things. Today a lot of devices work to create the human beings’ profiles.  This takes place 

in every moment of our lives: on the web, in credit or fidelity cards using, down the streets 

or in stores. But people don’t realize yet that this could be a problem. Power and control 

are invisible. Some scholars speak about a New Electronic Panopticon13

The 

. 

Panopticon14

Jeremy_Bentham
 is a type of prison building designed by the English philosopher 
15

                                                 
11 Sourveillance Society: Monitoring Everyday life, Open University Press 2001. 

 in 1785. The concept of the design is to allow an observer to observe 

all prisoners without the incarcerated being able to tell whether they are being watched. 

The Panopticon was intended to be cheaper than the prisons of his time, as it required 

fewer staff. As the watchman cannot be seen, they need not be on duty at all times, 

effectively leaving the watching to be watched. There are many resemblances between 

David Lyon (sociologist) - Wikipedia, 
the free encyclopedia 
12 David Lyon (sociologist) - Wikipedia, the free encyclopedia 
13 Lyon: From Big Brother to Electronic Panopticon 
14 http://en.wikipedia.org/wiki/Panopticon 
15 http://en.wikipedia.org/wiki/Jeremy_Bentham 
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Panopticon power and electronic instruments in daily monitoring16

Nowadays computers allow to have an higher control level than the Panopticon one, in fact 

“who detains the information has the power”

. Newer video 

surveillance devices could be considered like a technological evolution of the Panopticon 

in public places. Closed circuit televisions act on human beings and are able to change 

their behaviour. Sometimes they act as deterrent: for example the presence of speed 

control road signs constrain the driver to slow down. Video surveillance devices power is 

based on the awareness of the person under surveillance that his each single movement 

could be recorded, and so he changes his social behaviours. 

17

 

. 

 

 

 

 

 

 

 

 

 

 

 

 

                                                 
16 Panopticon - Wikipedia, the free encyclopedia 
17 Sourveillance Society: Monitoring Everyday life, Open University Press 2001. 
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States absorb information on individuals, their dates of birth, their education, and their 

assets, they combine them, aggregating them in data. Data that is classified, placed in 

structures and analyzed. After the data has been sorted, people come out in the form of: 

deviants, socially dangerous, asocial, antisocial or socially integrated beings for the police 

structure: payers, debtors, tax evaders for the income structures: progressives, 

reactionaries, revolutionaries, antagonists or moderates for political structures. And so on 

for all the various structures. Companies try to discover the trends, they try to predict 

where consumer tastes are going, so to address his choices . Promising discounts, offers 

and gifts, they gather data. Depending on the role an individual within a certain context, he 

belongs to a distinct taxonomic status, obtained through data in the reference system. 

Through the combination of these is created a "data-image" of the individual. A virtual alter 

ego of the subject. Not a body, but a disembodied form obtained through a combination of 

numbers. The "data-image" derived from a blend of recorded behaviours is all that counts. 

Obviously the individual is not aware of his "data-image“, nor does he know when it is 

used. In a mobile world that moves quickly, our ways of interacting socially are 

increasingly abstract and surveillance practices are trying to keep pace with the times. 

They locate us, they focus on us, trying to coordinate our activities. 

Furthermore we are dealing with structures of domination that are invisible, the watching 

companies of the 21st century depend on a complex network of information and 

communication technologies. The network is not visible, but supports any kind of 

monitoring, including surveillance video, via satellite and biometrics. The real subject, the 

individual in the flesh, is always unaware of this. And his status, the virtual alter ego of the 

individual, acts influencing the real existence of the same. 

 

Data image 4 
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Gary T. Marx18 had noted that the police, for their investigations, were always directed 

towards certain types of individuals. They were described as "categorical suspects." All 

people with a certain income, living in certain areas with certain characteristics were fed 

into a database that recorded them as prime suspects for certain types of crime19. The 

increasing categorization of individuals determines areas of exclusion and inclusion. In this 

way, surveillance becomes an instrument of social regulation. It can be decided who can 

get in certain places, how and with what status, and the problem grows thinking that all 

classification systems are fully automated. Surveillance becomes really problematic when 

it acts as an instrument of social selection20

The cameras installed in cities allow control of the masses, and at the same time do not 

allow the unauthorized to remain in certain places. The elite build their fences in areas 

where access is not allowed to others

.  

21. More and more often, companies are turning to 

analysis methods of workers to discover the possibility of genetic diseases or the like, and 

there soon will be bio-surveillance techniques to understand who are those most at risk, to 

protect insurance companies. Loyalty cards become marketing tools, and the consumer 

becomes the target of advertising campaigns22

Profiles can be obtained from these data but it is not a true picture. Individuals are not 

moulded by what they buy, how they look, eat, or behave. Individuals have interior 

qualities which are their own. Philosophers would say that it is the essence. We are only a 

number for those who own our data, an identification code. You fit a category and this 

category is a certain attitude in our expressions of concern. 

. Everything we do is checked and ends up 

in the database: from telecommunications to our expenditures, our medical records, our 

school assessments. 

A person is numbered as being a "categorical suspect" only because he has certain 

characteristics, which are just physical. Monitoring carries an immense discriminatory 

power. And this risk increases more if we consider that our societies are watched 

societies. The business processes, whether we speak of a small company or a 

                                                 
18 Biography: Professor Gary T. Marx 
19 Welcome to the Home Page of Professor Gary T. Marx 
20 Sourveillance Society: Monitoring Everyday life, Open University Press 2001. 
21 Zygmunt Bauman - Wikipedia, the free encyclopedia 
22 Sourveillance Society: Monitoring Everyday life, Open University Press 2001. 
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bureaucratic state, are performed through the use of computer systems. Such is the case 

for economic transactions to exchange information or general telecommunications.  

All this involves a transfer of data between multiple computers, in all parts of the globe. 

Representing a large amount of data impossible to measure accurately. Each piece of 

data is collected and then independently used and stored. All this leads some scholars to 

consider the emergence of a society where surveillance is not only an important aspect of 

life, but is the very basis.  There can be little doubt about the fact that monitoring is now 

considered as the essential means of social order and orchestrations. The means of social 

management are currently available and in use in various ways to classify, coordinate and 

monitor the populations in ways that transcend the latest divisions based on class position 

or the bureaucratic process of classification based on paper documentation. Only now are 

we beginning to understand how the biographical sketches, information relating to 

population and biometric data are emerging as dynamic sources of power in the changed 

global social environment. Also, thanks to the network this appears to constitute a "new 

environment of global police" that can threaten the most common liberties such as 

freedom of expression and thought. 

Profiling23

While this implies a greater chance of solving crimes, this profiling technique implements a 

strong discrimination. Indeed it places certain individuals among the suspected and 

exonerates others. This application also goes beyond the sphere of profiling the individual 

and is given to other areas. The State, and consequently its equipment, finds itself faced 

with incessant risk management, there is a transition from repression to prevention and 

this involves an analysis of the probability that a particular event occurs. In other words the 

 represents another means of control.  This is used to identify individuals who 

may be more likely to commit certain types of crime. Profiling involves the creation of 

profiles about individuals based on their previous experiences, harassers, sexual serial 

killers, robbers, swindlers, exhibitionists and so on. Therefore, the search for the suspect 

of a crime that took place may provide information of a suspect for a crime that may be 

committed. This is made possible by the creation of databases and data-matching, or 

computers that control cross-matching of data between different databases, which makes 

it possible to create more accurate profiles. 

                                                 
23 Profiling practices - Wikipedia, the free encyclopedia 
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State must assume scenarios and react to them. They must know, for example, where a 

terrorist attack will occur, what weapons would be used, who could make them and, 

especially, how to deal with this eventuality. Therefore they perform simulations on an 

event. Translating this into concrete activities of police forces, we see that the technique of 

profiling is extended until you create taxonomies of areas. Not only do we witness the 

creation of "categorial suspects", but, as the consequence of having to know where an 

event may occur, also the creation of "hot spots". Systematically creating categories of 

places where certain types of crimes may be committed. Combining geographic profiling to 

individual profiling, police could know who should commit certain types of crimes and in 

what places, and therefore implement various types of surveillance. 

The new technologies allow the police to be able to choose where to implement a certain 

type. The growing use of videos allows the police to constantly monitor a particular place 

and control the situation without being physically present on site. As in the Panopticon in 

these areas, which in cities is becoming more frequent, the citizen is to be constantly 

monitored and is unable to know whether at that moment he is being watched or not. The 

camera is a visible sign of power and as such acts as a deterrent. Combined with profiling 

they also allow the police to know which of the people passing at that moment are 

"suspicious." To be considered to have just only certain physical characteristics or be 

dressed in a certain way. Where there can be other types of crime such as theft and 

muggings, the police still use its presence as a deterrent to crime: different areas, different 

suspects, different surveillance. 

Playing on the public anxiety was easy for the government to introduce highly advanced 

surveillance systems. The introduction of a new electronic surveillance has been 

legitimized without a critical discussion about the necessity or plausibility of these systems. 

The use of cameras ranging from the taking note of number plates of those who run a red 

light, to being used to track individuals. The police have the possibility of using software for 

facial analysis that allows a comparison between two photographs, one of which is 

included in its database, enables them to identify the identity of an individual. The police in 

this case therefore have the possibility of identifying any person in a place where his/her 

image is in the databases. Without ever being aware, we could come to be ‘filed’ in a way 

belonging to one of many categories, just because one day we were in a certain place.  As 

you can see these techniques are highly stereotyped, often based only on physical 



Repressive_20101209 18 
 

appearance, and allowing focus on a particular type of surveillance on some subjects over 

others. 

New technologies however do not bring only advantages to the police. The computer and 

network bring with them the emergence of new types of crimes that must be faced, and 

are also a great communication tool for criminal groups. 

To address this, the state seeks to implement regulatory instruments capable of curbing 

the phenomenon. However, the nature of the network offers a special problem for 

government. Even if the web seems to reject censorship, States reacts to this differently 

according to their political nature. In authoritarian regimes, the use of new technologies, 

even if restricted to a few, is closely guarded. We see cases where Chinese companies 

cooperating with the state to increase its ability to monitor communications network 

because the Web is one of the few tools that political dissidents can use.  

China then implements strategies to monitor and censor the Internet Cafe24

Tunisia
. Some 

states even react to the phenomenon in a paradox: 25

States have realized that attempts to control the Internet by censoring it produces cries of 

alarm from all organizations concerned with civil liberties, so they are pressured to develop 

systems that can monitor what happens in the telecommunications network. The 

development of technology has enabled the creation of applications that can identify traces 

of communication especially when we talk of the Web. The vast majority of these 

technologies can analyze millions of communications a day by simply using particular 

keywords. When a user uses a particular word in a speech, these programs are able to 

trigger an alarm. The problem to be solved in this case is the need to be able to use 

information obtained in order to incriminate someone. Most democratic states, establish 

the confidentiality of personal communications. This confidentiality can be breached only 

by an explicit request by the police structure to the court. Therefore indiscriminate and 

systematic monitoring systems would be described as unconstitutional. It is through the 

enactment of special laws, that the problem is resolved. 

, for example, on one hand 

enhances the potential of the network and promotes policies for development; others stop 

and severely punish because some people visited Islamic sites. 

                                                 
24Internet censorship in the People's Republic of China - Wikipedia, the free encyclopedia  
25 Internet in Tunisia - Wikipedia, the free encyclopedia 
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The spectre of cyber-terrorism26

The State in this context continues to keep doing what it has always done: a systematic 

collection of information on the population that ends up being totally listed work. 

 then justifies the increase in censorship and surveillance 

of computer networks. 

 

                                                 
26 Cyberterrorism - Wikipedia, the free encyclopedia 
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In our capitalist society the surveillance of the consumer is likely to be an effective 

instrument of social control. Consumption has become the absorbing aspect of 

contemporary life in society, moral leadership and integrity. The social order, and thus a 

soft form of control is preserved by stimulating and channelling consumption, and it is at 

this point that consumer surveillance steps in. The strategy operates by dividing between 

"seduced" and "repressed" between "tourists" and "vagabonds". In this case, however, we 

will no longer operate as a detective, creating "categorical suspects, "but we will use 

profiling techniques to select consumers. What is important is figuring out who is reliable in 

making payments, those that tend to eat what, and so on. 

Companies are following the changes in contemporary society, trying to turn increasingly 

to a mass audience, but directing their research toward individuals. They speak of 

"customization27

credit cards

", ie-"personalized"  production for only a few niche markets. The trend in 

marketing is to turn increasingly to the individual, directing its power according to 

socioeconomic class and geographical area of origin. To do this it is normal that 

companies tend to look more at individuals and this is obtained by following the trail of 

their transactions: the use of 28 loyalty cards, , 29 rewards cards 30

It should be emphasized that, in this kind of surveillance, consumers are the central 

players, meaning they are not only the object to which it is sourced, but are the subject, in 

that it provides, more or less consciously, the set of information that informs the 

companies. More and more consumers allow companies to have an accurate profile about 

themselves. 

, etc. 

                                                 
27 http://en.wikipedia.org/wiki/Customization 
28 http://en.wikipedia.org/wiki/Credit_card 
29 http://en.wikipedia.org/wiki/Loyalty_card 
30 Loyalty program - Wikipedia, the free encyclopedia 
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In this scenario, corporate strategies seem to echo the military. As in the field of 

intelligence, information becomes the supreme good. Companies try to have a greater 

knowledge about individuals, so as to gain advantage over competitors.  

Enterprises are born that collect data relating to individuals and resell them to companies 

who are interested in such a way as to provide, through the tools of statistical analysis, 

general trends of consumption, both through profiling techniques, and individual 

preferences.  It is in the commercial sector that we see greater application profiles. Why is 

it that companies know exactly who to contact? Like the police structure profiling 

techniques, they cover all areas. 

In the first case companies use the data relative to certain areas, to see which classes, on 

a socio-economic level, are living there. In this way they can send advertising information, 

by mail. Certain social groups are formed on the basis that "each of us loves his neighbor".  

Besides, thanks to the analysis of the area, a company may be able to understand where 

the best area is to sell its products or, in the case of a bank or store, where to be 

positioned. 

Information about individuals is collected to place the subject in certain categories of 

buyers and manage to sell their products more and  more successfully. 

Before going further it is well to highlight one aspect. 

Many companies take the information about individuals directly from the state apparatus: 

social security numbers31, address, telephone number, and registry32

Throughout this area, new technologies allow a massive expansion of the areas from 

which to obtain information and new ways to do it. One of the keys for companies 

becomes known in advance, given the increasing globalization of consumption, whether it 

. But the 

information flow is not unidirectional and enables the State to get information from 

companies. It is also thanks to this information that you can make profiling areas of 

individuals. Just by comparing the incomes and prospects of individuals you can compare 

the products offered. 

                                                 
31 Social Security number - Wikipedia, the free encyclopedia 
32 Sourveillance Society: Monitoring Everyday life, Open University Press 2001. 
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is reliable or not. Through the use of magnetic cards, chips, and crosschecking data, 

companies are able to do this successfully. 

Using credit cards companies are able to obtain personal information on buying 

preferences, and are a sign of recognition, almost an identity card, which reliably classifies 

us as consumers. The growing use of credit cards to make payments, as well as that of 

"loyalty cards" of oil companies or supermarkets, where the consumer is seen as a 

convenience. Individuals can buy without the expedient of cash instalments and get 

discounts and bonuses. Companies can obtain detailed information on which products we 

prefer, where we usually go shopping and to what extent we usually use the card. Through 

the exchange of data between the different trading companies, producers can understand 

what is the preferred product, the social strata, and areas where they sell more. This 

allows them to plan appropriate corporate policies to expand consumption. The exchange 

of data indicates which areas to target, and so to put products and companies there. 

But the leap forward that the cards allow with respect to the individual. Indeed if, on the 

one hand, the categories in which we are included become more precise, on the other, 

collecting individual data allows companies to know exactly who to contact to sell their 

product. It allows for targeted advertising campaigns to know who to exclude and who to 

include in the sale. Credit cards reinforce the power of statistics, making them closer to 

reality, and to increase the knowledge about individuals allowing companies to talk to the 

individual rather than the masses. 

What is worrying is not so much breach of privacy, because we hope an individual will 

always be able to decide whether to access these services, or not. But as the ability of 

databases increases their power of knowledge regarding us, being a technology, and as 

we have seen, is highly discriminating. 
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For commercial enterprises the Web represents a new scenario in which to move, and yet 

it becomes an effective instrument of trade promotion and an area in which to monitor  

consumers to obtain valuable information about them.  

Through the Internet companies fail to understand exactly how many customers are able 

to achieve and what is the way they are able to do so. Companies must make sure to 

contact the consumer. Have a direct relationship with him. The network is likely to be the 

place where the interaction between the consumer and business can take place. The 

strategies implemented to enable communication to be suitable for either horizontal or 

vertical. In both cases companies try to contact as many people who represent their target 

audience with minimal cost. The principle is that communication must tend to spread like a 

virus on the network. Through forums, chat groups, newsgroups, newsletters, trying to use 

what is commonly called "buzz33

To gather information on consumers companies may implement techniques such as that 

used by 

": companies can directly stimulate the debate on certain 

issues by creating their own spaces for socializing or may launch product spaces with an 

existing debate hoping to spread the message and triggering a snowball effect. Strategies 

in the horizontal and vertical portals are used simultaneously: a theme is launched by the 

company and allowed to spread through feedback from users operating. In this way, their 

discussions, can be obtained and provide valuable information about the preferences of 

the target. 

Procter & Gamble34

                                                 
33 

 to advertise its new products. With the creation of the site 

Winnerland they put in place a raffle. To participate in the game you must register and 

answer certain questions about purchasing habits, and cost. All companies allowed them 

Marketing buzz - Wikipedia, the free encyclopedia 
34 Procter & Gamble - Wikipedia, the free encyclopedia 
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to obtain valuable information on the buying preferences of consumers. The relationship 

with the competition also allowed them to obtain a series of personal data of Internet 

users. Examples like this are just one of many methods that can be implemented to collect 

information about users. It makes clear that the network offers businesses,  the ability to 

have more data with which to create statistics, taxonomies and improve profiles. 

One of the first things to highlight in the process of surfing, in relation to profiling, is that it 

is constantly monitored. Every computer connected to the network is given an 

IP_address35 to identify it.  This address is communicated to all servers. It's our key to 

access and recognition. Thanks to this, the technique of clicks is confirmed: which sites 

were visited by such links, which are the most clicked on banner ads and so on. The data 

from these companies can obtain important information about the positioning of their ad on 

the web, verifying the use of a user over time, as most sites tend to store the users’ visits 

in its database. Sites such as Google retain all searches that a user has over the past five 

years. While other Internet companies such as Profile are able to provide its customers 

with information about who visited the site and how much time they spent there. 

As we saw with the network, the difference between contacts and content allows 

knowledge about what site we visited and also involves what content we accessed.  In this 

way the profiles that are created on browsers are full of cultural references. Suffice to say 

that online newspapers can know exactly which items a user has read and what were the 

images that caught his attention. 

Another practice that has developed is the inclusion of cookies36

When a computer receives a cookie, it becomes subject to specific commercials. 

 inside the hard disk of 

the user. The cookie is simply an application that collects information on surfing habits. 

Of course all the information collected is resold among different companies. Suffice to say 

that Google always, thanks to the Gmail service, offers users the chance to have a GB of 

space to send messages. In return for this the mail is delivered penetrating technology that 

sifts the mail for the interests of each individual, and then through the sale of contacts 

enables companies to deliver spam to the users. All this tends to be developed without 

consent while receiving a profit. 
                                                 
35 IP address - Wikipedia, the free encyclopedia 
36 HTTP cookie - Wikipedia, the free encyclopedia 
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Another area that can be analyzed is the erosion of privacy implemented by companies to 

the consumer to obtain information, is that of software. "Trusted computing"37

Moreover, companies tend to include in their special software, applications for the sole 

purpose of gathering information about itself.  Programs such as Word or PowerPoint via 

the 

 would 

allow companies to control our computer, get to know which programs are running, and 

allow the opening of certain files only with the programs they have developed. Leaving the 

user little or no room to control the phenomenon. 

GUID38

Worrying aspects of the problem is in fact that most of these programs work quite 

independent of the user and are completely invisible. When either government or private 

companies or simple accountants use this software our data could be exchanged without 

the holder being aware of it or being able to prevent it. 

 (Globally Unique Identifier) can record any document that is created in the 

computer and connect it with the real identity of the person who created it. In addition, 

most software tends to provide spyware that is nothing other than software that can 

monitor the activities of the user. The simple Windows Media Player collects all information 

relating to the CD listened to, the DVD viewed and in practice all files opened with the 

player.  Every time we connect to the network, they are sent to your server reference. 

Another aspect of the matter to be noted is that in many cases, governments fail to stem 

the flow or collaborate with software companies as they provide the know-how necessary 

to widen the net of control over people's lives. Or it may be the companies themselves 

which provide information to governments when they see unlawful practices.  

 

                                                 
37 Trusted Computing - Wikipedia, the free encyclopedia 
38 Globally unique identifier - Wikipedia, the free encyclopedia 

http://en.wikipedia.org/wiki/Trusted_Computing�
http://en.wikipedia.org/wiki/Globally_unique_identifier�
http://en.wikipedia.org/wiki/Trusted_Computing�
http://en.wikipedia.org/wiki/Globally_unique_identifier�


Repressive_20101209 26 
 

 

 

 

 

 

“The military have always used surveillance devices of different forms that depend on the 

wide variety of purposes to which they are deployed. The 9/11 events39

The advent of 

 have accelerated 

an ongoing trend to build cybernetic military systems where weapons are simply the 

muscle deployed by a nervous system based upon an intelligent handling of data through 

communication, command and control.  

nanotechnologies40

“

 will change the way that such weapons and data are 

put together to achieve more effective target acquisition and destruction. Individual 

soldiers will be able to became part of a more efficient battlefield where commanders use 

surveillance to actually see through the helmets of their men. Individual tagging will identify 

friend from foe and prevent friendly fire but increasingly, surveillance technology will 

change the nature of targets as information dependent societies are hit by electrons rather 

than hot metal.  

Information warfare41

Modern surveillance technology is becoming part of that infrastructure. Weapons now 

have in built surveillance algorithms, neutral telecommunications infrastructure such as the 

mobile phone network can be used not only for surveillance but for pinpointing and 

targeting specific individuals groups. Since weapons work on a digital target plan then 

digital items carried by most of us such as phones or ID smart cards can be used to 

” is part of a variety of new forms of emergent attack strategies. 

Most modern states are dependent on telecommunications infrastructure so that many 

military people are asking why destroy civilian infrastructure if a Country’s nervous 

systems can be disabled instead.  

                                                 
39 September 11 attacks - Wikipedia, the free encyclopedia 
40 Nanotechnology - Wikipedia, the free encyclopedia 
41 PARAMETERS, US Army War College Quarterly - Autumn 1996 
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programme target selection by other weapons. Many of the hi-tech night vision 

surveillance cameras and flight stabilized helicopter mounted CCTV systems. It would be 

quite a challenge to explore how such civilian systems had been readopted for military 

applications.”42

An example about this is called 

  

Blue Force Tracking43

Military leaders can now send troops into combat with the knowledge that they’ll be safer. 

This is due to the development and implementation of a significant new architecture that 

utilizes the speed and precision of space-based systems to accurately monitor and report 

troop positions and movement back to a command and control headquarters. All in real 

time.  

. BFT has revolutionized tactical 

command and control and situational awareness. The system links communication 

devices, sensors, vehicles, aircrafts, helicopters, and weapon platforms in a seamless 

digital network to provide a clear, continuous, and common picture of the battlefield.  

The ability to determine the precise location and status of military units, vehicles, aircrafts 

and troops gives allied commanders an extraordinary advantage in the battlefield, from the 

ability to carefully direct its firepower and minimize friendly casualties, to tracking and 

rescuing downed air crews and wounded soldiers within minutes. And it gives also 

commanders a range of other advantages, from maintaining a situational awareness of 

current battlefield conditions to better organizing clandestine special operations.  

 

                                                 
42 http://www.surveillance-and-society.org/Articles4(1)/sublethal.pdf 
43 Blue Force Tracking - Wikipedia, the free encyclopedia 
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Writing my dissertation I have tried to describe my point of view about our surveillance 

societies thanks to the help of a great number of information found on the web sites. Every 

aspect developed is, certainly, the starting point to draw a series of conclusions on this 

matter. 

Let's talk about ourselves, WE present humans living in first-world and second-world 

countries, today. WE are localized in time, space and current technologies, lifestyles, 

philosophical views, commerce, and day-to-day lives. 

We can say that it’s an undeniable fact that OUR societies are controlled societies. 

Surveillance techniques permeate OUR daily actions. They have the capabilities to grow 

up inside our daily actions, in fact OURselves authorize some control form without 

realizing this. When WE surf the web and buy something on line, when WE use the  E-Z 

Pass lane, when WE use our mobile, OUR credit card, when WE use OUR loyalty cards; 

in few words when WE live our life WE are spied on and controlled. 

The MODERN surveillance IS everywhere and can be invisible. The surveillance 

techniques ARE part of OUR life to such an extent they ARE necessary to live. But it’s part 

of OUR daily routine so WE don’t realize that WE lose our privacy.  

Actually new technologies are very comfortable for us: they increase the amount of 

information, cultural opportunities, economic instruments and military capabilities. We can’t 

do without them. 
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It can be imagined that, in a short to medium term future, and in other (eastern, southern) 

countries the predictable evolution of these technologies and ways to use them could 

became an "Existential Risk", globally and terminally dangerous to everyone?  

Is there a possibility (or a need for ) military intervention against such a 

"Nooclastic_Threat"?   

The problem mustn’t have to be seen as an “Existential risk”, because it has not the power 

to cause our extinction or destruction. In addition, I don’t think that it is possible to speak 

about a dark tyranny that tries to control people to expand his power. I just think that forms 

of social control like this are not all bad because much of surveillance has good intentions 

behind it: desires of security, welfare, efficiency. On the other hand, some surveillance 

intentionally has the aim to limit and control behaviour or movements, often without our 

knowledge or consent. This doesn’t mean that we must accept all: it’s important for us to 

understand the effect of surveillance and the impacts that it has on our personal lives, 

ethics and human rights, whether those surveillance processes are transparent or not.  

But how can we choose to expose ourselves to surveillance or limit the personal 

information that is stored and used? Surveillance systems are frequently too technical to 

understand for people that are non experts and often they "disappear" into the everyday 

structures and system of society: at work, at home, in schools, in travel, communications 

and in the public services.  Individuals find it difficult to discover what happens to their 

personal information, who handles it, when and for what purposes.  

But in the democratic world It is possible to regulate surveillance, to keep its negative 

effects under control because there are many laws and codes of practice and also 

technologies for protecting privacy.  

Military intervention against this kind of threat is not necessary.  

On the other hand military could take advantage of a persistent surveillance, to defeat 

unconventional enemies (like terrorists) or, as we have seen in Kosovo and Afghanistan, 

detailed, long-term surveillance of a house or convoy, such as that provided by a Predator 

http://en.wikipedia.org/wiki/Unmanned_aerial_vehicle�
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Unmanned Aerial Vehicle44

 

 or a special operator on the ground, is the key to properly 

identifying all personnel in the target area and maintaining full awareness of all activities. 

 

                                                 
44 Unmanned aerial vehicle - Wikipedia, the free encyclopedia 
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The Military Centre for Strategic Studies (Ce.Mi.SS)

 

46

Founded in 1987 by Decree of the Minister of Defence, the Ce.Mi.SS carries out its work by 

availing itself of civilian and military experts, both Italian and foreign, who are left 

completely free to express their thoughts on the topics covered.  

 is the body that manages, within 

and for the Italian Ministry of Defence, the research on issues of strategic nature.  

The content in the studies published thus reflects only the opinion of the researcher and not 

of the Italian Ministry of Defence. 

 

Ten Federica MICELLI 

Federica MICELLI has been a cadet of the “corso Centauro V” of the Italian Academy of 

Air Forces sited in the city of Pozzuoli near Naples.  She obtained the first level of the 

degree in Aeronautical Science at “Federico II” University of Napoli and the second level at 

“Cesare Alfieri” University of Florence.  

She works as an Air Defence Controller at “Gruppo Riporto e Controllo della Difesa Aerea” 

of Poggio Renatico.  

                                                 
45 http://www.difesa.it/smd/casd/istituti+militari/cemiss last visit 2010 Nov 09 
46 http://en.wikipedia.org/wiki/Italian_Military_Centre_for_Strategic_Studies 
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Ce.Mi.S.S. 

Il Centro Militare di Studi Strategici (Ce.Mi.S.S.) e' l'Organismo che gestisce, nell'ambito 

e per conto del Ministero della Difesa, la ricerca su temi di carattere strategico. Fondato 

nel 1987 con Decreto del Ministro della Difesa, il Ce.Mi.S.S. svolge la propria opera 

avvalendosi si esperti civili e militari, italiani ed esteri, che sono lasciati completamente 

liberi di esprimere il proprio pensiero sugli argomenti trattati. Quanto contenuto negli studi 

pubblicati riflette quindi esclusivamente l'opinione del Ricercatore e non quella del 

Ministero della Difesa. 

 

Ten Federica MICELLI 

Federica MICELLI ha frequentato il “corso Centauro V" dell'Accademia Aeronautica di 

Pozzuoli.  E' laureata in Scienze Aeronautiche, avendo studiato presso l'universita'  

“Federico II” di Napoli  e l'univerista' “Cesare Alfieri” di Firenze.  

Presta servizio come Controllore della Difesa Aerea, presso il “Gruppo Riporto e Controllo 

della Difesa Aerea” di Poggio Renatico.  
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